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SSgt Mark Pennock 331/A 333% MSgtJamesHarshbarger 311/E  167%
TSgtRobertClemons 341  333%  MSgt Mike Wininger 311/F  167%
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Recruiter Spotlight

Master Sgt. Chuck Thilges

Job: NCOIC Financial Management

Station: 311th Recruiting Squadron Headquarters, Canonsburg, Pa.
Hometown: Fort Dodge, lowa

Time in Air Force: 18 years

Time in AFRS: Five years

Prior AFSC: Firefighter

What inspires you? Personal pride. | want to ensure the squadron uses
all available resources to help meet the mission and goals.

What are your personal and career goals? | want to earn a bachelor’'s
degree in accounting.

What hints can you give to others? Don't be the excuse for recruiters
not making goal.

What's the best advice you ever received? My father told me to never
tell a lie and own up to the truth.

What is your personal motto? Spend government funds as if it were
your own money.
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This issue covers the basics of force
protection. Whether traveling or in the
office, security needs to be a
predominant factor in your day-to-day
actions. With world events as they are,
our security measures may need to be
increased so that everyone in Air Force
Recruiting Service is prepared for
anything.

Photo and graphic illustration by Senior
Airman Marti Ribeiro



COMMENTARY

FORCE PROTE ("l‘l()N

IS everyonesrespons o Ity

By Col. Bob East
Air ForceRecr uiting Service

If your duty locationisonamili-
tary ingtdlation, the security checks
required to enter the base and the
forceprotection levelslisted onthe
base marquee aredaily reminders
of thevigilancerequired for person-
nel and property security. Of
course, you won't have the same
remindersif your duty locationisin
downtown Miami or Chicago.
However, theneed for vigilanceis
just as great and, in some cases,
evengredter if youaregoingto pro-
tect yourself and your officefrom
thetypesof terrorism and random
violencemaking today’sheadlines.

Althoughsuchactsarenot likely
tobeamed a youasanindividud,
it'sgtill very possiblethat asanAir
Force member you can easily be-
comeatarget of anti-American or
anti-war sentimen.

Just asthe World Trade Center
wasseen asasymbol of America's
economic system, Air Force re-
cruitersareasymbol of America’s
Air Force and the U.S. Armed
Forces.

Thisisespecially truein areas
where the only tangible military
presenceisthelocal recruiting of-
ficeor MEPS.

Many organizations and indi-
vidualshoping to makeapolitical
statement may consider Air Force
Recruiting officesan effectiveback-
drop for their message. Inrecent
months, we’ ve seenanincreasein

protest marchesand other typesof
peaceful demonstratorsusing re-
cruitingofficesasthar rdlying point.
Asyou Il readinthisissue, onere-
cruiter even had demonstrators
block the exit and try to take over
hisoffice.

Up to this point, there hasn’t
been any physical violencedirected
agang AFRSmembers, but there's
adwaysthepossbility.

This doesn’'t mean we should
closetheblinds, bolt thedoorsand
hide under our desks. But it also
doesn’t mean business as usual.
Wemust all adopt the mindset that
force protectionisoneof our best
defensesagainst becoming victims
of terrorismor violence.

However, force protection only
worksif everyoneintheorganiza
tion makesit their persond respon-
shility and takestherequired pre-
cautions. If you don’t have an ac-
tiveforce protection program, now
isthetimeto start one. If thereare
gapsinyour program, now isthe
timeto closethem.

Usetheforce protectioninfor-
mationinthisissueof Recruiter and
in the AFRS Force Protection
Guideasagaugeagainst whichto
measureyour individua programs.
A good force protection program
will taketimeand effort onyour part,
butit’stimewell spent.

Your preparations, vigilanceand
extraeffort will goalong way to-
ward ensuring the safety and secu-
rity of our most valuableresource
—our people.

Recruiter 3



FORCE PROTECTION

Awareness, vigilance
key to office security

By Senior Airman Marti Ribeiro
Air For ceRecr uiting Service

hree applicants walk into your of-

fice. They patiently wait while you

finish talking with another prospect.
When you stand to greet them, they throw
the literature rack in front of the door and
sitin front of it. They tell you they’re hold-
ing a peaceful protest against the war in
Iraq. They’ve targeted you as their link to
the Armed Forces and are using your of-
fice to make a political statement. What
do you do?

Thiswasthereal-world
scenario last January in Tech. Sgt.
Jeff Peterson’senlisted accessions
officein Buffalo, N.Y., 313"
Recruiting Squadron.

Approximately 50 more
demongtratorsand local media
gathered outside.

Spurred by world events,
sceneslikethisare starting to
happen morefrequently a military
recruiting officesthroughout the
country. An activeforce protec-
tion programisone of the best
security measuresfor thistype of
Stuation.

Understanding how to handle

protestersand bomb threatsalong
withdaily security checksaredll
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part of keeping your recruiting
officesafe,

Protesters

Rather than confronting the
intrudershimself, Sergeant
Peterson did theright thing by
cdlingcivil authorities. Thethree
protestorswho took over his
officewerearrested and charged.

Some anti-war protestsdon’t
goasfar astryingtotakeover a
recruiter’ soffice, most arejust
demondtratorsvoicingtheir
opinion outsidearecruiting office
because of itslink to theArmed
Forces.

“Recruitersshould avoid the
protesters, don’t argue or engage
inconversationwiththem,” said
Jerry Thomas, chief of Media
Relations, HeadquartersAir
Force Recruiting Service. “You're
not going to changetheir opinion
andthey’ re not going to change
yours, so don’t provokethemor
let them provokeyou.”

Protestsand demonstrations
can attract local media. When that
happens, recruitersneed to
contact their squadron public
affarsNCO immediately. They
will coordinatewith Headquarters



AFRSPA for guidance based on
thespecificStuation.

Bomb Threats

Another danger for recruiters
intheloca community isbomb
threats. Inthe past fiveyears,
AFRS hashad 70 bomb threats
againg recruiting officesnation-
wide, with aspikeoccurring after
Sept. 11, 2001.Themagjority are
madeby directly cdlingthe
recruiting office.

Theposta system and e-mall
aretwo morewaysathreat can
be communi cated, but you need
to be prepared for anything.

Regardlessof how abomb
threat isrelayed, theintentionisto
cause one of two outcomes,
accordingto Master Sgt. Gerald
Hires, ReadinessNCOIC,
HeadquartersAFRS. Thethreat
isreal, and an explosivedevice
has been placed to injure person-
nel or property near thedevice.
Or, thethreat isto create an
amosphere of anxiety and panic
that will resultin disruption of
norma activities.

You can minimizethe probabil -
ity of either outcome by devel op-
ing abomb threat incident plan.

“Recruiters should treat their

offices like a mini-base.”

-Master Sgt. Gerald Hires,
Readiness NCOIC Headquarters AFRS

Accordingto Sergeant Hires, the
plan shouldincludeAir Force
Form 440, Bomb Threat Aid
which helpscollect theinforma:
tionauthoritieswill need whenthe
bomb threat isreported. These
can be ordered from the physical
products section at http://www.e-
publishing.af.mil Copiesshould be
placed near al phonesto help
gather informationuseful in
capturing thesuspect or finding
thebomb. If abombthreatis
received by phone, inwriting
through themail or viae-mail, you
should know exactly whoto cdll
inyour areawhether it'sthelocal
firedepartment, local policeor
security forces—thiswill depend
onyour location.

Daily inspections
Protestersand bomb threats
arenot usually preventable, but
maintaining avarenessof your
surroundingsisand can help keep

your recruiting office safe.

Beforeentering the officefirst
thing inthemorning, doaquick
exterior check for anything out of
theordinary including suspicious
persons|oitering near thebuilding
inthe parking lots. Before enter-
ing, ensurethe door islocked —
soyou'repositive no oneforced
entry whileyou wereaway. When
leaving at night, lock the door and
makesureit issecured.

You can conduct end of the
day security checksby checking
all doorsand windowsand
accounting for equipment and
va uables. Ensurethat doorshave
adequatelocking devices, suchas
dead boltsor strong locksand
make sure entrances have ad-
equatelighting.

“Recruitersshouldtreet their
officeslikeamini-base,” Sergeant
Hiressaid. “ They need to know
how to securetheir officeand
protectit.”

Recruiter 5



Mail call

Reduce the risk by recognizing the threat

The potential for terrorist attacksthroughthe
posta systemiswell documented. InJuly 2001 an
Air Force sergeant at Lackland Air Force Base,
Texas, wascriticaly injured after opening a
package containing abomb. In October
2001 anthrax was mailed to organi- _
zationsand individualsintheUnited Wires """
Saesultimately killingfivepeople
andinjuring many others. Youcan
reducethistypeof risk inyour
homeand officeby learning to
recognizethewarning sgnsof
potentialy dangerousmail.

Beforeopening any letter or
package, look for thefollowing
indicatorsthat something may bewrong:

* Noreturn address

* Excessive postage

e Incorrect titles

* Excessveweight

» Misspellingsof commonwords

*Visud digtractions

* Oily stainson thewrapping or package

* Foreignmail, airmail and specia delivery

» Wireor stringsprotruding from or attached to
the package/l etter

« Different return addressthan the postmark

* Redtrictivemarkingssuch asConfidentid,
Personal, etc.

* Excessive securing materia such asmasking
tape, string, etc.

* Peculiar odors (almonds, shoe polish, etc.)

If youreceivealetter or packagefitting any of
these descriptionsor onethat you feel issuspicious
for any other reason, notify local authoritiesand:

*Donot openit

*Do not shake or submerge suspicious|ettersor
packagesin water

-

-
Qily Stains
on
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DOD restricts overseas troop mail;
e-mails welcome

Force protection concerns increase when it
comes to providing a secure mail system for
deployed troops. Consequently, the Defense
Department has suspended the “Operation Dear
Abby” and “Any Servicemember” mail programs
traditionally used by many groups and individuals
wanting to send a little bit of home to the troops
overseas.

According to the DoD, both programs created
an avenue to introduce bio, chemical, or explosive
materials into the mail system from unknown
sources.

If groups or individuals requesting help or points
of contact for sending mail to troops overseas
approach you, there are several alternatives you
can offer them.

Organizations wishing to make donations to
service members can send proposals to Deputy
Assistant Secretary of Defense, Attention: Contri-
butions Committee, 4000 Defense Pentagon,
Washington, D.C. 20301-4000.

Supportive communities can also send e-mail
from the Operation Dear Abby website, http://
www.OperationDearAbby.net. This allows people to
send a message of support or holiday greeting to
any servicemember in any branch of the military.
To receive a message, servicemembers log onto
the website and choose messages for their branch
of service and home state. Since all messages are
viewed on the web, the military’s regular e-mail
service is not affected.




By Senior Airman
Marti Ribeiro
Air For ceRecr uiting Service

If youthink you' rehelpingthe
Armed Forcesby showingup at a
politica raly inuniformto support
your opinion about theconflictin
Irag, think again.

With anti-war and pro-war
rdliesand protestsgoingon all
over the country, theAir Force
Recruiting Service JudgeAdvo-
cate saff remindseveryonethat
whileinuniform, evenminor
participationintheseevents
violatesAir Forcelnstructions.

“Recruitersshould befamiliar
withtheAir Forcelnstructionthat
involvesservicemembersat
protestsor rallying events—some
people may not even know they
areviolaingalaw just by showing
up at such aprotestinuniform,”
said Felix Sals, AFRSattorney.

Air Force Instruction 51-902,
Political Activities by Members
of theU.S Air Force, prohibits
any activity that associatesa
uniformed servicemember witha

partisan political protest, rally or
demondiration. Violationsare
chargeableunder Article 92 of the
Uniform Codeof Military Justice
—failureto obey alawful order or

FEATURE

setting up abooth or just standing
outsdeapoliticd raly could
imply support for their cause,”

Mr. Stdlssad. “Whileit may
seem harmless, especidly if the
recruiter supportsthecause, it's
not legal for therecruiter tobe
thereinuniform.”

Whiletherearemany things
recruitersarenot alowedtodoin
conjunctionwith political protests
andrallies, thereafew thingsthey
cando.

Recruitersare encouraged to be
activeintheir community and
attend political meetingsor rdlies,
but only asaspectator and not in
uniform.

Recruitersarealso allowed to
display palitica viewson bumper
stickersontheir privately owned

regulation. vehiclesor wear buttonsto
Tostay out of trouble, recruiters  support their causewhennotin
need to make sure they do not uniform.
attend any “Theseparation
politica protests, } of military from
ralliesor demon- Recruiters aré  thepolitica
e NCOUAgEM 10 bp  oo==crar
ersalso need to active in their principlepart of
rer?ternt:ﬁr not to cnmm“niw and ouSrt demol\(jlratic
portray them- == system,” Mr.
representativeof  [NEEGLINGS OF rallies, «unifomed
theAir Forceat it ici-
thistypeof but 0“'“ asa :;rrt:glg ii)opﬁgizqd
event,evenwhen  SPECTator and not  raliesand
notlnunlform. in uniform. protestsv_l olate
Accordingto our American
Mr. Stals, Heritage—what
recruiterscannot legdly partici- our country wasoriginaly
pateinany radio, television, or foundedon.”
other program or group discus- If you need moreinformationon
sonasanadvocatefor oragainst  what you can or cannot do,

war or any other political issue.
“Recruitersmay not redizethat

contact Mr. Stallsat DSN 487-
3729 or (210) 652-3729.
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Awareness, key to arrivit
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By Senior Airman
Marti Ribeiro
Air ForceRecr uiting Service

Whether it'sschool visits,
specia events, TDY sor personad
leave, most recruiterslog alot of
milesontheroad andintheair.
Inadditionto everyday safety
precautions, there are specific
security considerationsthat can
helpyouarivesafely every time
you leaveyour homeor office.

Sincemost recruitersuse
automobilesastheir mgor mode
of trangportation vehicle safety
awarenessisvitd.

“Moving outside of your home
or office can makeyou and your
vehiclemorevulnerableto people
who want to act out against the
U.S. Air Force,” said Master Sgt.
Gerad Hires, Air Force Recruit-
ing Service ReadinessNCOIC.
“A military uniformor vehiclecan
be seen asatarget for those
wanting to harm government
personnel or property.”

Thereare precautionsthat can
betakento avoid becoming a
victim. Oneof themost funda-
mental precautionsisto keep
vehicles, both persona and
government-owned, ingood
repair. “If possible, instal locking
gascaps, fireextinguishersanda
firstaidkit,” Sergeant Hiressaid.
Requestsfor theseitemsfor

government owned vehicles
should beworked at squadron
leve.

Itsalsoagoodideatodoa
visua check of your vehicle
according to Sergeant Hires.
“Beforeentering, examinethe
vehiclefor suspicious, unex-
plained objectsor stringsinside,
around or undernegth,” hesaid. If
anything lookssuspiciousdon't
touchit. Cal thelocd authorities
forimmediate ass stance.

Onceyou' reon theroad,
driving hasit'sown safety haz-
ards. “Makeit apracticeto
observethe streets before depart-
ingany building,” Sergeant Hires
sad. “Duringtravel dwaysfasten
seat belts, keep doorslocked and
windows closed. Never pick up
hitchhikersand be careful about
stoppingto assist peoplein
distress.” Accordingto Sergeant
Hires, terroristshavefrequently
used such situationsasatrap
prior to assaullt.

To hel p with securing your
vehicle, aremovablelocking
steering deviceisnow mandatory
for AFRSGOVsinhigh-risk
crimeareas. Thosein areas
designated ashaving higher crime
rateswill receivethedeviceinthe
next few weeksand will be
required to useit whenever the
vehicleisparked. Tofind out if
your areaisdesignated high crime



1g safely

areacontact your squadron
logisticsNCO.

Whileastandard GOV may
betoughto spot, many of AFRS
specia event vehiclesarehardto
miss

TheRAPTORS, mini jet
trallersand theROVersareall
very visblevehicleswhentrave-
ing which makesthem good
targetsfor thosewith anti-military
views.

FEATURE

Removable locking steering devices

The use of removable locking steering devices is now
mandatory for AFRS government owned vehicles in desig-
nated high-risk crime areas. Those areas having higher
crime rates will receive a locking steering device in the next
few weeks. Contact your squadron logistics NCO to find out
whether your area has been designated as high risk.

However, whether onan
ingalation or inthecommunity,
vehiclesneedto be secured at all
times. “ Thetheft-deterrent system
will beactivated onthe special
eventsvehicleswhennotinuse.
Trailerswill beleft locked anytime
they are parked,” said Capt. Jeff
Owen, chief of field marketing.

Another form of travel recruit-
ersneed to take saf ety precau-
tionsforisair travel. Airport

Thistypeof security isonthe
highvisibility can When traveling for  increasebut that
increasetherisk official duty, Air Edu- doesn’'t meanyou
of vanddismor cation and Training  needtoreaxinyour
other destruction. Command policy ownairtravel
Thepresenceof  requires military mem- security measures.
highvauedec- bers to wear the blue Sergeant Hires
tronic equipment uniform as away to  suggessarriving
intheRAPTOR generate interestin  earlyforyourflight
and the Cross the Air Force. The  togiveplenty of
Into the Blue Tour exception is that timeto observe
also makethem travelers will not wear your surroundings
susceptibleto the uniform if the force andassureyour
theft. protection level security. If you

Forsafetyof  increases to Charlie or observeasuspi-
therecruiter and higher. cious passenger or
thevehicle, at pieceof luggage,
least two people -AETC policy reportittoboththe
should accom- arlineand security.

pany each special event, Sergeant
Hiressaid.

Mgj. LeaDuncan, AFRS
Logistics, dsosuggestsspecid
eventsvehiclesbeparked ona
military ingdlationwhennotin
use.

Don't rely on the security check-
pointsto catchit.

“Avoid staying for long periods
near ticket counters, check-in
areas, or security screening
areas,” hesaid. Accordingto
Sergeant Hiresthesearemost

frequently the areaswhere
terrorist activitiesoccur.

To prevent being held up at
security screening areas, do not
put scissors, box cutters, pocket
knives, razor blades or sporting
equipment likegolf clubsor
baseball batsinyour carry-on
luggage. Theseitemsare prohib-
ited and can betaken fromyou
by security officids.

Whentraveingfor officia duty,
Air Educationand Training
Command policy requires
military membersto wear theblue
uniform asaway to generate
interestintheAir Force. The
exceptionisthat travelerswill not
wesar theuniformif theforce
protectionlevel increasesto
Charlieor higher. Military mem-
berstraveling overseascan
consult the Department of De-
fense Foreign Clearance Guide
for uniformwear travel restric-
tions. Thisisavailableeectroni-
cdly at www.fcg.pentagon.mil.

Airtravel and ground travel
requirerecruitersto be aware of
thedangersof travelinginuniform
or aGOV.

“Your vehicleand uniformare
easy to recognize and most often
arenot protected by abase
perimeter and an armed entry
control point,” Sergeant Hires
said. “ Awareness can help keep
youfrom becomingavictim.”
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Computer security, a

By Senior Airman Marti Ribeiro
Air ForceRecruiting Service

Leaving your computer unsecuredislikeleaving
your car unlocked with thekeysintheignition—not
asmart move.

Unsecured computers provide an open door to
Air Force serversfor hackersor anyonewanting to
causedamage.

Physical and password security arekey to
preventing theft and safeguarding applicants' per-
sonal information and accessto Air Force networks.

Physical security

Desktop computersare easy to secure by making
suredoorsarelocked when you' renot inthe office,
said Master Sgt. Larry Gonzales, chief, information
protection section, HeadquartersAir Force Recruit-
ing Service.

L aptopson the other hand, can bealittle harder
to secure. Laptop computersarerelatively fragile,
considerably expensive and very important to our
recruiting goals, said John Noss, equipment control
officer, HeadquartersAFRS. “ But possibly more
vauablethanthelaptopistheinformationit con-
tains” hesad.

“Inaworldwhereindividual privacy andthe
security of persona dataare being viewed with great
scrutiny, itisessential to protect thisinformation,”
Mr. Nosssaid.

“Your laptop may contain agreat dedl of persona
information regarding applicants,” headded. “ This
information must be protected.”



Certain precautionsmust betakenintheoffice
andwhentraveling to avoid compromising an
applicant’s personal information accordingto Mr.
Noss.

“Your laptop should be secured in aninaccessible
safelocationwhennotinuse,” hesaid. Evenif
you'reusing it and you need to step away securethe
laptopinalocked cabinet, safe, desk drawer or
some other placethat only you have accessto, he
sad.

Traveling with alaptop createsitsown security
issues. When traveling by car, Mr. Noss suggests
placing thelaptop securely inthetrunk or onthe
floor of your vehiclebehind thedriver’sseat. This
keepsit out of sight of passersby and keepsthe
invitation for theft toaminimum.

However, |aptops should not beleft in thetrunk
when staying overnight, they should betakenwith
youl.
If you' reflying don’t check your laptop. Takeit
ontheaircraft with you and keep closewatch over it
whenever you set it down.

Passwor d security

Physical security isdiminished if you don’t keep
your computer password protected. The best way
to prevent anyonefrom getting into your computer is
by password protection, said Sergeant Gonzales.

“A screensaver alone doesnot providethe
required protection,” hesaid. To bein compliance
with AFI 33-202, Information Systems Manage-
ment, you should have a password-protected
Creensaver.

'smart move for information protection

“Thismeanswhen your computer isinactivefor
fiveminutes, your screensaver automaticaly
launchesand locksyour system,” hesaid. Your
workgroup manager can help you set thisup.

But, thisshould not beyour primary locking
mechanism headded. “ You aretill requiredtolock
your system by pressing control, at, deleteand
enter, anytimeyou walk away from your desktop
computer or laptop.”

Password security a so meansusing apassword
that isnot easily compromised. All passwords must
beat |east elght characterslong, must contain one
uppercase | etter, onelowercasel etter, one number
and one specia character. Sergeant Gonzal esurges
members of AFRSto also stay away from any
wordsthat can befound inadictionary.

“Using namesof family members, carsor pets
can betoo simple, and someone could figureit out,”
he added.

Password protection isimportant not only to
protect privacy act information, but also to protect
accesstoAir Forceand AFRS servers.

“ Someone could potentialy hack into your
system or the server and createfilesor deletefilesor
srategically placeavirussomewhere,” hesaid. A
viruscould ruinthe computer and any network that
might beattachedtoit.

Thepotentia for viruses, privacy act violations
and theft can all be reduced with password protec-
tion and physica security according to Sergeant
Gonzdes.

“Thisiskey to avoiding thedangersof hackers
andtheft.”
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AFRS NEWS

don’t let it happen to you

dentity thieves steal millions; F‘ﬁ\*
= ,35)

By Senior Airman Marti Ribeiro
Air For ceRecr uiting Service

Imaginesomeoneillegdly using your Socia Secu-
rity number to acquireloansor open credit cardsin
your name. Thistypeof identity theft costsconsumers
millions If youthink itwon't hgppentoyou, think again.

| dentity thievescan get your persona information
from theweb, from abusiness, by stealing your mail
or countless other ways.

A member of the 332™ Recruiting Squadron, Tech.
Sgt. Jake Davis, and hiswife learned

== .,

&)

your credit account.

Next contact the creditorsfor any accounts that
have been tampered with or opened and cancel any
credit cardsthat have been misused. “It'salsoagood
ideatofileareport withthelocal police. Givethepo-
licedl bank or credit card statementswith fraudulent
charges on them. Having apolice case number can
help youwithfilingissuesinthefuture,” said Tech.
Sgt. CynthiaWoodruff, paralega with the 12" Flying
Training Wing, Randolph Air Force Base, Texas.

Thelast stepin gettingidentity theft issuesresolved

is contacting the Federal Trade

thislesson not too long ago. They were
notified that someonewasusing their
Socid Security numbersto obtainlarge
loans, somein excess of $100,000.
“This is something we aways heard
about inthe newsand from credit agen-
cies,” Sergeant Davissaid. “Wehad al-
wayssaid ‘not me’ or ‘they just want
your money’ because what are the
chances—well, it happened.”

Although Sergeant Davisand hiswife
never found out how thethievesstole
their information, they wereableto get

Important contacts for
reporting identity theft:

Federal Trade
Commission
Identity Theft Hotline
1-877-438-4338
www.consumer.gov/idtheft
Equifax
1-800-525-6285
www.equifax.com
Experian
1-888-EXPERIAN
Www.experian.com
Trans Union
1-800-680-7289
www.transunion.com

Commission’sldentity Theft Hotline.
The hotline can be reached at 1-877-
438-4338 or at www.consumer. gov/
idtheft. The FT C doesnot havethe au-
thority to prosecute crimina cases, but
the commission can help by providing
information on resolving financia and
other problems. The best way to not
haveto go through these stepsisto take
every precaution to prevent identity
theft.

K eeping aclosewatch on who you
giveyour Socia Security number, credit

out of their situation without paying any

card numbersor other personal infor-

of the debt the thief had accumulated.
They contacted their creditors, credit bureau and the
Federa Trade Commissonimmediately. Whilethepro-
cessof clearingtheir nameisstill going on, contacting
these agencies kept them from paying out of their
pocket. If youdiscover you areanidentity theft vic-
timthere are stepsyou can taketo help protect your
persond credit. A comprehensive explanationispro-
videdintheFTC spublication“When Bad ThingsHap-
pen to Your Good Name” available at
www.consumer.gov/idtheft.
Accordingtoinformation provided by theFTCyou
should immediately contact thethreemgor credit bu-
reaus, Equifax, Experianand TransUnionif youthink
youareanidentity theft victim. Let theseagenciesknow
the situation and request afraud aert be placed on
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mation to isone of the best defensesagainst identity
theft according to information provided by the Fed-
eral Trade Commission. It'salso agood ideato re-
view your credit report at least onceayear to make
sureit’saccurate.

Additionally it'simportant to not give out personal
information over the phone, through themail or over
theInternet unlessyou’ veinitiated contact and arefa-
miliar withthebusiness. Bewary of promotiond scams.
Accordingtothe FTC, identity thievesmay use phony
offersto get youto giveout persona information.

Evenwithal of these precautionsidentity theft il
happensto thousands of Americanseach year. How-
ever keeping on top of your personal and financial
affairscan minimize damageby helping you recognize
and report identity theft as soon aspossible.



369th Recruiting
Squadron accepts
donation on Air
Force’s behalf

By Saff Sgt. CortchieWelch
369" Recr uiting Squadron

A .38 Smith and Wesson ser-
vicerevolver used by aWorld War
Il hero to shoot down a German
attack planewill soon beon dis-
play at the Air Force Museum at
Wright-Patterson Air Force Base,
Ohio.

Thefamily of retired Air Force
Tech. Sgt. Paul Posti Sr., who
passed away last December at age
89, donated the weapon to the
museum during a tribute to the
WWII heroin SantaMonicaFeb.
4. Hisleather bomber jacket was
also donated to the museum.

Maj. Yolandea Wood, 369™"
Recruiting Squadron commander
and recruiter Tech. Sgt. Richard
Tubbsattended the event to accept
the donation on behalf of theAir
Force.

As a B-17 Flying Fortress
tallgunner, Sergeant Posti shot
down a German Messerschmitt
ME-109with hisrevolverin1942.
Accordingto family accounts, the
German aircraft was so closethat
Sergeant Posti could see the en-
gines

Officiasdisputed the achieve-
ment until afew dayslater whena
soon-to-be public figure by the
name of then-Capt. Clark Gable
presented proof of thekill. Captain
Gable, an agrid photographer with
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Family donates legendary WWII revolver

Photo by Staff Sgt. Cortchie Welch

Tech. Sgt. Paul Posti Sr.’s .38-claliber Smith and Wesson revolver and leather
bomber jacket will soon be on display at the Air Force Museum at Wright-

Patterson Air Force Base, Ohio.

theU.S.Army Air Force, took Ser-
geant Podti intoadarkroomandran
off astrip of moviefilm. The cap-
tain, who operated agun camera
aboard another bomber during the
mission, had filmed the German
planeinitsdeathdive.

Thekill wastheonly feat of its
kindin WWI1 and hasn’t beenre-
peated since, which helped the
BostonnativeearnaSilver Sar, the
nation’sthird highest decoration for
heroism.

Donating the historical itemsto
theAir ForceMuseumwasalong-
timedream for Sergeant Posti.

“He (Posti) said on many occa-
sionsthat he wanted the gun and
jacket to be donated to themuseum
for everyoneto seeafter he passed
away, ingtead of being tucked away
inthecorner of thecloset,” said his
wife, Irene. “Inmy heart, | know
he’scelebrating thisoccasion.”

During the ceremony, the 369"

RCS presented acertificate of ap-
preciation from themuseumtothe
Podti family.

“TheserdicsfromthePosgti fam-
ily totheAir Force Museum mean
thousands of peoplefrom around
theworld will get to hear how Ser-
geant Posti became atrueAmeri-
can hero,” Major Wood said.

Sergeant Tubbssaidit’'simpor-
tant to pay tribute to those who
blazed atrail for futuregenerations.

“Paul Posti isjust one of thou-
sands of Air Force veterans who
should berememberedinaspecid
way,” hesaid.

“A major part of recruiting is
public awarenessand community
involvement. | couldn’t think of a
greater way to be involved than
withour ownAir Forcehigory. Lis-
tening to the many veterans talk
about past heroeshasreuvenated
my own spirit and commitment to
our corevalues.”
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TAKE NOTE

Photo by Staff Sgt. Dean Witt

Ready for take off

the “pilot” is driving.

Tech. Sgt. Jim Sampson, 368th Recruiting Squadron marketing NCO,
pilots the Air Force’s newest F/A-22 mini jet. Staff Sgt. Ed Rodriquez,
75th Logistics Readiness Squadron,Hill Air Force Base, Utah, doubles
as a combat readiness NCO for the 368th and a faux navigator for the
newest Air Force attraction. The F/A-22 features a backseat, to
accomodate an extra person for distributing promotional items while

W-2son myPay

Air Forcemembersand De-
partment of Defensecivilianscan
now view, save and print their W-
2wageand tax statementsfrom
myPay at https.//mypay.dfas.mil.

ThemyPay serviceprovidesa
secureway for servicemembers
and defenseciviliansto manage
their pay account information 24
hoursaday. Customerscan make
changesonlinethat previoudy
needed to be made by visiting the
civilianor military personnd

flights

New race, ethnic categories
Airmenarenow abletoclaim
morethan oneraceinther officia

personnel filesbecauseof a
changein how theAir Force
recordsracia information. Some
armen’sracedesignationswill
automaticaly bechangedtofit the
new categoriesaspart of thedata
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conversion. Thenew choicesare
part of agovernment-wideeffort
to standardizerace data.
Therevamped choicesare
AmericanIndianorAlaska
Native; Asan; Black or African
American; NativeHawaiianor

other Pacificldander; and White.
Theeasest way for membersto
view and updatetheir racia
designationisontheVirtua
Military Personnel Hight by
clicking“vMPF’ at http:/
www.af pc.randol ph.af.mil/. Race
choicesand descriptionsof the
new race categoriesarelocated
onthepersond information page
under therecordsreview link.

Sateside Space-A travel test

A one-year test to expand
Space-availabletrave privileges
tofamily memberstravelingwithin
thecontinental United States
beginsApril 1.

Aspart of thetest, dependents
of active-duty memberswill soon
be ableto travel Space-A aboard
military flightsto destinations
withintheUnited States.

Additiona Space-A travel and
sgn-upinformationisavailable
throughAir Mobility Command's
public websiteat http://
public.amc.af.mil/index.html.

Vrooooom!

Air Force Recruiting Service unveiled the new Centennial of Flight
NASCAR showcar at Jay M. Robinson High School in Concord, N.C.,
Jan. 21. Among the attendees were the new driver, Ricky Rudd, far left
behind car, and Brig. Gen. Edward Rice Jr., in front of the car.




February Promotions

Colon€

Gary Kirk 367 RCG

Chief Master Sergeant
Daryl Casey 341 RCS

Senior Master Sergeant
StevenLong 360 RCG

Master Sergeant

CarltonAmpley 317 RCS
Dane Thomas 317 RCS
Ryan Chamberlain 318 RCS
Jeffrey Neugebauer 318 RCS
JamesPinierio 319 RCS
Anthony McCadla 333RCS
David Kolmetzky 339 RCS
John Hancock 341 RCS
Rodney Reinier 345 RCS
Michael Grosso 367 RCS
Michad Remmert 368 RCS
ThomasMarando 369 RCS

Technical Sergeant

Billy Myers 311 RCS
Danid Smith 313RCS
Heather Lamberger 318 RCS
Shawn Beltramo 319 RCS
CharlesElder 319 RCS
Dale Roeder Jr. 319 RCS
Cherish Urbaniak 319 RCS
TravisNeitch 330 RCS
Robert Becton 331 RCS
Jason Caldwel | 336 RCS
Damon Haddox 336 RCS
Jason Monday 337 RCS
James\Washington 337 RCS
Danid Capstick 339RCS
Micheel Hermann 339RCS
LanaAngle 341 RCS
Brett Boyum 342 RCS
Christopher Owen 342 RCS
Jeffrey Peters 342 RCS
DaleBaumbach Jr. 343 RCS

PROMOTIONS

Photo by Staff Sgt. Lori Mills

STEP promotees

Staff Sgt. Reginald Cherry, 361 Recruiting Squadron personnel NCO,
was one of the five Air Force Recruiting Service members promoted
under the Stripes to Exceptional Performers program. Maj. Dan
Anderson, 361 RCS commander, surprised Sergeant Cherry with his
new stripes Jan. 27. Other technical sergeants promoted under the
STEP program include Staff Sergeants David Music, 332" RCS, James
Cansejero, 367" RCS and Theresa Beaudoin, 368" RCS. Tech. Sgt.
Debra Westmoreland, 345" RCS, was STEP promoted to master

sergeant.

Jeffrey Colvin 343 RCS Air Force Recruiting Service
TeresaGray 343 RCS forth quarter award winners
Derek Draper 344 RCS Airman:
Mlchad Reid 348 RCS Senior Airman Jennifer Hartman,
WilliamShuttleworth 348 RCS 318 RCS
Jerry Hancock 349 RCS NCO:
TonyaHarris 362 RCS Tech. Sgt. Anthony McClary,
TanishaTaley 362 RCS HQAFRS
Ronald Lovell 368 RCS sentor EO:

Master Sgt. Martin Dempsey,

342 RCS
Saff Sergeant Company Grade Officer:
AngIeSa(HeIIo 313 RCS 2nd Lt. Reginald Smith, HQ AFRS
WilliamMiller . 314 RCS Civilian Category | (GS 1-6):
Laverne Foster, 345 RCS

‘Hfrey Stormen 333RCS Civilian Category Il (GS 7-11):
Sean Ohlemacher 338 RCS Paulette Collier, HQ AFRS
Jason Berngtein 339 RCS Civilian Category IlI
Michael Ewing 345RCS (GS 12 and above):
LouisArmijo 369 RCS Linda Bourgault, HQ AFRS
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